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B Needs
» need to design very specific shellcodes
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B What is shellforge

» shellforge is a set of C headers and a python program
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M Hello world example

#include "include/sfsyscall.h"
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B Hello world example : one line output

$ ./shellforge.py hello.c

** Compiling hello.c

** Tuning original assembler code
** Assembling modified asm

** Retrieving machine code
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B Hello world example : C output

$ ./shellforge.py -C hello.c

** Compiling hello.c

** Tuning original assembler code
** Assembling modified asm

** Retrieving machine code
** Shellcode forged!
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B Hello world example : test shellcode

$ ./shellforge.py —-tt hello.c
** Compiling hello.c
** Tuning original assembler code

** Assembling modified asm
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B Hello world example : without zero bytes

$ ./shellforge.py —-x hello.c

** Compiling hello.c

** Tuning original assembler code
** Assembling modified asm

** Retrieving machine code

** Computing xor encryption key
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B Hello world example : almost alphanumeric

$ ./shellforge.py —-—-loader=alpha -R hello.c

** Compiling hello.c

** Tuning original assembler code

** Assembling modified asm

** Retrieving machine code

** Encoding with alphanumeric characters

** Shellcode forged!
hAAAAXS5AAAAHPPPPPPPPafhAOfXEf5A0fPDIhAOLfXESAFIPDEhAOEXE5ABPTX18XEPDfhAOEXE5A0fPDE
hA2 fXf5A8fPDfhABfXf5ACEfPDfhAOEXE5ATEPDfhA4£XE5AXEPDfhAOEXE5ABEPDIfhASEXE5AZEPDEhA
O0fXf5AGEfPDfhAAfXfS5AafPDfhASEXES5AZEPDEhA4fXfOSAXEPDfhA4EXE5AXEPDFfhAOfXEfS5AULPDEhAQOE
XE5AXTPDEfhADEfXf5AXPTX18XfPDIfhAAfXEfS5AWPTX18XEPDfhAOEXEf5AKEPDfhAOEXE5AKEPDfhAOEXES

A N\D Q DT e WAWA LA oD Q DT ~ A\ () A D Q DT ~ 7\ () A DT ~ A\ () S ATDD Q D
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XESALPTX18XEfPDfhAOfXE5AXPTX18XEPDfhAGEXESA9EPDIhAOEXEOATPTX18XEPDEfhAOEXE5AufPDEh
AQEXEOAFPTX18XEfPDfhAOEXESA0EPDEThAOEXESA0fPDEhAOEXESA0EPDEhASEXESAZEPDEhAOEXESALP
TX18XfPDfhAOfXE5ADPTX18XfPDfhA2£Xf5A9PTX18XEPDEThAOfXE5AUEPDEfhAOEXESAFPTX18XEPDEh
AQOEXES5A0fPDEfhAOEXESA0EPDEhAOEfXE5A0fPDEhATIEXE5AZEPDEhAOEXE5ALPTX18XEPDEhAOEXESADP
TX18XEfPDfhAGEXEOSA9PTX1I8XEPDfhAOEXESAULPDEhAOEXESAFPTX1I8XEPDEfhAOEXESA0EPDEhAOEXED
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To make a shellcode that scans ports :

#include "include/sfsyscall.h"

#include "include/sfsocket.h"

int main(void) {
struct sockaddr_in saj;
int s,i; int FIRST=1; int LAST=1024; unsigned int HOSTIP=0x0100007f;
char buf[1024];

sa.sin_family = PF_INET;
sa.sin_addr.s_addr = HOSTIP;
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B Hello world example : almost alphanumeric

$

* %
* %
* *
* %

* x

./shellforge.py scanport.c

Compiling scanport.c

Tuning original assembler code
Assembling modified asm
Retrieving machine code
Shellcode forged!

\x55\x89\xe5\x81\xec\x4c\x04\x00\x00\x57\x56\x53\xe8\x00\x00\x00\x00\x5b\x83\xc3
\xef\x66\xc7\x45\xf0\x02\x00\xc7\x45\xf4\x7f\x00\x00\x01\xc7\x85\xd8\xfb\xff\xff
\x00\x00\x00\x00\x8d\x8b\x10\x02\x00\x00\xb8\x04\x00\x00\x00\xc7\x85\xec\xfb\xff
\xff\x01\x00\x00\x00\x89\xc2\x53\x8b\x9d\xec\xfb\xff\xff\xcd\x80\x5b\x8d\x8d\xel
\Xfo\xff\xff\x89\x8d\xci4\xfb\xff\xff\x8d\xb4\x26\x00\x00\x00\x00\xc7\x85\xe0\xfb
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\xff\xff\x10\x00\x00\x00\xc7\x85\xdc\xfb\xff\xff\x03\x00\x00\x00\x8b\x8d\xcc\xfb
\xff\xff\xb8\x66\x00\x00\x00\x53\x8b\x59\xfc\xcd\x80\x5b\x85\xc0\x7c\x44\xc7\x85
\xdc\xfb\xff\xff\x01\x00\x00\x00\xb8\x04\x00\x00\x00\x8b\x8d\xd4\xfb\xff\xff\xba
\x04\x00\x00\x00\x8b\xbd\xcc\xfb\xff\xff\x53\x8b\x5f\xfc\xcd\x80\x5b\x89\xb5\xdc
\Xfb\xff\xff\xb8\x06\x00\x00\x00\x8b\x95\xd0\xfb\xff\xff\x53\x8b\x5a\xfc\xcd\x80
\x5b\xe9\xca\xfe\xff\xff\x8b\x85\xd8\xfb\xff\xff\x40\x89\x85\xd8\xfb\xff\xff\x3d
\x88\x13\x00\x00\x0f\x8e\x55\xff\xff\xff\x8d\x8b\x1d\x02\x00\x00\xba\x05\x00\x00
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» We must only use system calls. No libc (printf (),...)

» Usually, system calls have wrapper functions in libc that do the
system call

» We redefine every syscall name to an inline function. No library
IS used

static inline _sfsyscallO( pid_t, fork )
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B Macro used for syscall function definition :

#define _sfsyscalll (type, name,typel,argl) \
type name (typel argl) \
{ \

long __res; \
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B Compilation
» gcc is used to compile the C source
» generate position independant code (= use %ebx register)

» force function inlining to have the shellcode in one block
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B Assembler manipulations. Assembly output is parsed with an
automaton

» .rodata section is deleted. lis content is moved at the end
of .text
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Normal manipU|ati0n # Modified by shellforge v0.1.12

.file  "hello.c" version ST Cuo1 g1n
version "01.01" 2. iled.: :
gch.compiled.: i Jececompraea. -
.section .rodata .text
0 .align 4
.LCO: .globl main
.string "Hello world!" .type main, @function
main:
.text
.align 4 pushl %ebp
.globl main . . movl %esp, $ebp
_ .type main, @function subl $36, $esp
main:
push %ebx
call .L649
pushl %ebp .L649:
movl %esp, $ebp o gopl Sebx
Subl $36 %eS aadd main— 649
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# Modified by shellforge v0.1.12

.file "hello.c"
. . . . .version "0l1.01"
Manipulation with stack relocatig i
) .text
.file "hello.c" .align 4
.version "01.01" .globl main
gcc2_compiled.: ~ .type main, @function
main:
.section .rodata
popl %eax
.LCO:
.string "Hello world!" _L64S?ll 11643

popl %ebx

pushl %eax

addl $[main—-.L649], $ebx

movl %ebx, %eax

xorl %esp, %eax

shrl $16, %eax

test %eax, %eax

jnz .Lnotinstack

movl %ebx, $esp
.Lnotinstack:

.text
.align 4
.globl main
~ .type main, @function
main:

pushl %ebp
movl %esp, $ebp
subl $36, %esp

ushl %eb
pushl %ebx £ B

movl %esp, sebp
call .L659 o
.L659: subl $36, %esp

popl %ebx
addl $_GLOBAL_OFFSET_TABLE_+[.-.L659],%

movl .LCOQGOTOFF (%ebx), $eax
movl .LCOQGOTOFF (%ebx), $eax . ]

] popl %ebx
popl %ebx

leave
leave ret
ret
.LCO:
.Lfel: .string "Hello world!"
.size main, .Lfel-main
.ident "GCC: (GNU) 2.95.4"

.Lfel:

4
.size main, .Lfel-main
.ident "GCC: (GNU) 2.95.m 5[
L
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Manipulation with pusha/popa

.file
.version
gcc2_compiled. :

"hello.c"
"01.01"

T —

.file
.version
gcc2_compiled. :

"hello.c"
"01.01"

.section .rodata

.LCO:
.string "Hello world!"

.text
.align 4
.globl main

.type
main:

main, @function

.text
.align 4
.globl main

.type
main:

main, @function

pushl %ebp
movl %esp, $ebp
subl $36, $esp

pushl %ebp
movl %esp, $ebp

pusha

push %ebx

call .L649
.L649:

popl %ebx

N ~ /1 O
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B ASM to binary
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B Use of loaders

» no loader
= do nothing

» xor loader

= xor the binary to avoid "\x00" byte
= prepend the loader that will decode the binary
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B Loaders
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B Other architectures
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That’s all folks. Thanks for your attention.

You can reach me at <phil(@secdev.org>
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